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Simple analysis of solution to spam 

 

Abstract: 

 

The number of spam in Internet has grown rapidly in the past few years. And this problem attracts 

society‟s attention. Anti-spam technology develops a lot to reduce the number of spam and protect 

end-users‟ right. For users good behaviors can keep their private email addresses safe and avoid 

harvesting by spammers. For administrators using proper technologies like IP blocking or Spam 

filtering can provide a better platform to communicate for users. For the governments legislation 

enforcement offers another pressure to spammers so that spammers‟ activity deserves limit. 

However each method has limited scope, in reality anti-spam technology needs to be improved in 

practical cases. 
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Chapter 1 

Introduction 

1.1  Definition of Spam 

The advent of email makes the communication of people more convenient and the 

cost of sending email is very low, which leads to a large potential opportunity of 

business. It drives some enterprises use email system to send business advisements. 

As the enterprises do e-business, the usage of email is the basis of applying e-business 

services. At the same time, spam always appears in the email lists, sometimes the 

number of spam is more than normal email. The real Email marketing is not sending 

email, but spam exerts a far-reaching influence in e-business. So to research 

e-business, it is inevitable to talk about the problem of spam. 

 

So what is spam? Which kind of email is spam?  

 

In English dictionary there is a definition of spam: 

Advertising material sent by email to people who have not asked for it (Oxford 

Advanced Learner‟s Dictionary, 7
th

 edition 2005). 

 

Here is a technical definition of spam: 

An electronic message is "spam" if (A) the recipient's personal identity and context 

are irrelevant because the message is equally applicable to many other potential 

recipients; AND (B) the recipient has not verifiably granted deliberate, explicit, and 

still-revocable permission for it to be sent(http://www.spamhaus.org/definition.html 

1998-2010). 

Here is another definition of spam which is similar with technical definition, but 

emphases that the transmission and reception of the message appears to the recipient 

to give a disproportionate benefit to the sender 

(http://www.mail-abuse.com/spam_def.html 1989-2005).  

To summarize, unsolicited email is not certain to be spam, the email with bother or 

trouble to recipients could be spam.  

1.2  Characteristics of Spam 

People send Spam in order to sell products and services or to promote an email 

scam.  Generally spam is sent in bulk whose content includes product and service 

http://www.mail-abuse.com/spam_def.html%201989-2005
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advertisement, electronic magazines or information about illegal content. Basically 

spam can be divided into two types. One is not affecting the recipients seriously 

which consist of some product advertisements, the other one is with destructiveness.   

Spam has the following characteristics: 

 

• Too many recipients  

There is no relationship between the recipients. Because the spammers send spam at 

random. 

 

• No header or use forged header 

Spammers hide their true origin. They use fake header leads to being difficult to trace 

their   

 

•Forged sender’s address  

If recipients reply to spam e-mail, they will get a delivery error.  

 

• The content of email with specific HTML tag 

To add more content in email，spam always uses some HTML tag which is not used in 

normal email. If spam contains HTML, it could contain hidden JavaScript, which lead 

to opening up web sites and activating advertisement popup windows. 

• The body of email consists of small font size  

Spammers enter „normal‟ text at the bottom of the message in order to appear 

legitimate. Some spammers include this text in small font size. 

• Email subject consists of email address or recipient name 

Either the complete email address or part of the email address (the part before the 

domain) is added to the subject in order to personalize the message and trick the 

recipient into thinking that it is a legitimate message. For legitimate mails there is no 

reason to enter the recipient‟s email address in the subject, so the presence of this is a 

pretty sure sign of spam  

(http://blog.policypatrol.com/the-top-10-spam-characteristics-6-10). 

Chapter 2 

Overview of Spam 

2.1 How to harvest email addresses  

There are many ways in which spammers can get your email address.   
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•From web pages 

Contact information is available on the websites. Spammers look for email addresses 

by the programs which can scan the web pages to fix the email addresses. That is very 

easy to harvest. 

  

• By guessing & cleaning 

Some spammers guess email addresses. To judge whether the email address is true or 

not, they send a test message or a real spam to the guessed addresses and wait for 

reply. The reply could be confirmation which is proved that the email addresses are 

correct or an error message.    

       

•From white and yellow pages 

There are a lot of sites like white or yellow pages contain addresses from various 

sources, Spammers go through those directories in order to get email addresses. It is   

a large database of email addresses. Although most directories are not allowed to 

harvest email address by spammers, for spammers it is so attractive.   

  

• From a previous owner of the email address 

It happens on the user at ISPs. For instance, someone signs up for an ISP and then his 

email address got by spammers. After that the user cancels the account. Another one 

registers the account with the same ISP which is known already by spammers. 

 

• Buying lists from others 

There are different types of trading email address lists. 

 

The first type is buying the list of email addresses from some technical staff or 

someone who wants to earn more money has already harvested the list of email 

addresses by other methods.  

 

The second type is buying the lists from companies. Sometimes some companies sell 

their products or service and require their customers subscribe for email to keep in 

touch. Selling the list of email addresses brings extra income for the company.  

2.2How to send spam 

2.2.1 webmail 

Spammers create free email accounts to send spam or to get email responses from 

potential customers. They send a large number of spam, so they need several e-mail 

accounts. To require more free accounts, they use web bots to automate the creation 

of free accounts. This is a common way to send spam. 
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2.2.2 Third-party computers 

Because spammers send a large number of spam, the recipients are very 

unsatisfactory. And then ISPs would shut down their email account. In order to hide 

their true origin, spammers began to use others‟ system to send spam.  

2.2.3 Open relays 

At the beginning, spammers utilize open mail relay which is an MTA or mail server. 

They can send messages to any recipient from any places. Due to the limited number 

of hosts on the internet at that time, open relays make sure mail delivered. But 

spammers utilize this way to send bunches of emails. Because they abuse this method, 

mail system administrators demand that other mail operators configure MTAs to 

cease being open relays.  

2.2.4 Open proxies 

Due to limited number of open relays, spammers began to use open proxies instead of 

open relays. Open proxies is a network service which helps the users connect to the 

server, the server only finds the incoming connection from the open proxy, not users‟ 

origin.  

Spammers utilize this point to hide their own track. They connect to a mail server 

through an open proxy to send spam, not use their own computer. 

2.2.5 Spammer viruses 

With the development of IT, spammers create their own method instead of looking for 

open relays or open proxies. They design spammer viruses to deploy proxies and 

spam-sending tools to send a large number of spam by controlling end-user‟s 

computers. 

2.3 Influence of Spam 

2.3.1Waste of social resources 

Spam takes up a large number of network resources, system resources and the 

bandwidth. It affects the rate of network transmit and the normal running of network. 

For normal users, spam occupies large space of e-mail account and distributes online 

fraud and deception. It needs to take a lot of time to deal with lots of spam. 
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2.3.2Waste of social wealth 

ISP service deal with email most of which are spam. Considering that dealing with 

spam will spend labor cost and material cost. Every year dealing with the problem of 

spam will spend a lot of money.  

2.3.3Affecting the development of E-business 

Many E-business enterprises become the source of spam. To reduce the number of 

spam, many international organizations blacklisted some business websites. So spam 

affects the development of E-business. 

Chapter 3 

Solutions to Spam 

3.1 Anti-spam technology for administrators 

3.1.1 IP Blocking 

3.1.1.1 Blacklist 

A blacklist is a list of known IP addresses that are used to send spam and the earliest 

anti-spam technology. Internet Service Providers and e-mail administrators can 

subscribe to these blacklist databases in order to filter out spam passing through their 

systems. Once subscribing to these blacklists, spam is refused to connecting to the 

users of email account. 

 

According to different criterion, the different DNS blacklist services have varying IP 

addresses and network lists. Common databases include open proxies, open relays, 

networks or individual addresses guilty of sending spam, networks known to consist 

of dial-up users, and varies other less common lists(Measure, Monitor, Control, 

AUUG Conference Proceedings 4-6 Sep. 2002, 207). 

  

The determination of blacklists is based on the unsatisfactory report of users. The 

service provider measures the percentage of users who subscribe to the list report 

senders of spam when users receive emails. After that, they select the origin of spam 

to list on the blacklists and keep the networks off the blacklists. Also users can 

complain to abuse system, For example, the federation of German consumer 
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organizations set up a spam abuse system in September 2005, which aims at 

determent and prosecution. Abuse systems can also be maintained by international or 

supranational organizations such as the EU(Anti-Spam Measures : Analysis and 

Design 2007, 54).  

 

However, when the senders want to hide their origin, it is very difficult to find the true 

sender of the spam. The method helps to filter many spam, but cannot prevent 

unsolicited message from unlisted servers. And another problem is some authorized 

email servers also blacklisted. So this needs another solution. The similar approach 

with Blacklist is Whitelist, it can solve receiving unsolicited message from unlisted 

servers. 

3.1.1.2Whitelist 

The whitelist somehow is the opposite concept of the blacklists. The users make a list 

which consists of contacts who are allowed to connect. The whitelist method makes 

users may get email from trusted contacts or domain, but reject emails from not 

already known domain and contacts, which restricts communication.  

 

Due to the reason, there is a variation of the approach which is an automated 

challenge-response system. The system is able to check the existence of sender‟s 

email account by sending a challenge email and receiving a valid response. If the 

reply is confirmed, the sender‟s email account will be whitelisted without 

confirmation in the future communication. 

 

But since the approach has a variation, it could not be ignored that it is not a good 

solution for a large enterprise. And on the other hand, it is not difficult for spammers 

to guess which domain is whitelisted.  

3.1.1.3 Greylist 

Greylist is decided by not only IP address, but also some more information of e-mail 

like envelope data. If the e-mail is the first time sent to the e-mail account, it will be 

rejected. But the information of e-mail will be stored. 

 

If in a specific time, the e-mail tries to be sent to the e-mail account again, the e-mail 

server will analyze the information of the e-mail to measure the information is 

whether match with the information stored. If matching is successful, the e-mail will 

be allowed to send. Greylist bases on the assumption that most spam do not send 

e-mail to the same email account again.  

 

But greylist leads to deliver email in delay before resent email will be confirmed to 

send. Sometimes some normal emails cannot be delivered, when senders consider the 
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temporary rejection as the permanent rejection.  

3.1.2 Spam Filtering 

3.1.2.1 Rule-based Filtering 

Users can design the rules to filter e-mail. For example, Gmail provides this kind of 

filter which is shown as the picture. Users can set content of subject and body. But the 

disadvantage of rule-based filtering is that spammers change their content of spam 

very easily and frequently. So rule-based filtering is not flexible. 

 
Fig.3.1.2.1.1 Google mail filter 

3.1.2.2 Checksum-based Filtering 

There is one way to overcome with the use of whitelist for sources that should not be 

flagged as spam. This is checksum-based filtering, sometimes referred to 

collaborative filtering. Here are two filtering methods, distributed checksum 

clearinghouse and Vipul‟s Razor. Both of them are checksum-based and 

spam-detection-and-filtering network. 

 

It is the fact that spam has the very similar part of messages being sent to multiple 

recipients. When a user gets a spam, the content of spam is hashed into a unique 

identification which is submitted to the nearest Razor or DCC server. And DCC server 

will share it with other DCC servers to track submissions. They build an updating and 

distributed catalogue of spam. Some spammers change some parts of spam, but keep 

the same meaning. DCC owns fuzzy checksum which is able to ignore the 

differences. 

For most of email account providers it could be responsible to deal with the problem 

of spam. So the approach could be the better choice for them. It is an effective way to 

solve spam, but it costs comparative license fees. And another problem is that if 

spammers insert something unique invisible to the body of email, it will lead to 

different checksum. 
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3.1.2.3 Content filtering 

As the meaning of “Content filters”, the solution is content-based filters which scan 

the nature content of spam to measure whether it is spam or not. 

 

A Bayesian filter is a content-based filter with statistical analysis. It is an effective 

solution which generates fewer spam of false positives. The Bayesian filter uses one 

corpus of spam and on corpus of non-spam email. The content of these corpuses is 

from the entire text of each message. These messages are scanned, including the 

headers, embedded html and JavaScript, Alphanumeric characters, dollar signs, dasher 

and apostrophes were considered to be part of tokens and everything else as a token 

separator. Then according to the number of a token occurs in each corpus, that 

generates two hash tables. One of them is form every corpus, mapping tokens to the 

number of occurrences. The other one is mapping every token to the probability of the 

email consisting of it as a spam. That is for calculation the probability of spam. 

 

However the disadvantage of the approach is for some rare spam words, Bayesian 

could decrease the probability of the email is spam. The other problem is the Bayesian 

filter cannot filter email which consist of no words only image. So the filter has to 

disconnect the HTML link from accessing the external image. 

3.1.3 Honeypot Email Addresses 

Mentioned above is how to reduce spam. Here talks about how to attack senders of 

spam. 

 

Honeypot or Tarpit look attractive for spammers. Honeypot addresses are forged 

email addresses which pollute spammers‟ address database. 

 

Another method is spamtrapping which designs email address that can be found by 

spammers, normal users cannot find it. So if spammers use these addresses, the sender 

will be blacklisted. 

It is like bait to attract and attack spammers. However some articles said that the 

Honeypot system trains more and more hackers, because hackers challenge the 

systems and work around them. That leads to the systems keep ideal situation 

difficultly. 

3.1.4 Payment-based approach 

Spammers send a large number of spam. One of the reasons is that cannot cost too 

much. So the payment-based approach relies on disincentive of profit to spam. In 

order to achieve the object, the e-mail servers require payment to delivery e-mail to 
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the recipients for the senders. But the payment can be the real currency or something 

else somehow like cost of senders‟ computing. 

There is a kind of system require senders spend computational cost. The payment 

system called proof-of-work system such as hashcash and Penny Black. For example, 

when a user generate the stamp and send the email, it will take an amount of time. 

Because if the sender takes a certain amount of time to do this before sending email, 

that means the sender is not likely to be a spammer. Hashcash can calculate the 

computing time by the stamp added to the header of the email.  

But the problem is the difficulty of the calculations required must be increased over 

time. For example, if the hardware is old, it will affect the ability of calculation. So it 

will be difficult to participate in the email system.  

3.1.5 Other Anti-Spam Technologies 

Each approach has advantages and disadvantages. If there is an approach which 

combines different approaches, that would be the most effective solution like hybrid 

filtering. SpamAssassin is one of the hybrid filtering methods. It uses content-based 

filter and real-time blacklists. It is wildly used content-based anti-spam filtering 

packages. 

 

Here is another approach. That is a system which uses whitelist, blacklist and content 

filter. This system blocks all the emails from some countries where the number of 

spam produced comparative high. Due to blocking the emails from the whole country, 

so it is easy to list whitelist according to successful cases. Content filter can reduce 

source of false positive e-mails.  

3.2 Legislation enforcement for government 

Of course, simply deleting spam is not really the best solution. For users learning how 

to use anti-spam technology will take a long time. Nowadays many countries establish 

their own laws about anti-spam to protecting users, such as United States 

CAN-SPAM Act of 2003, Canada Electronic Commerce Protection Act and Australia 

Spam Act 2003 and so on. 

Some laws are very tough and strict like United States CAN-SPAM Act of 2003. The 

CAN-SPAM Act has four main provisions:  

 False and misleading header information is banned - This means that 

an email's "From," "To" and routing information, including the originating 

domain name and address, must be accurate and identify the sender. 

 Deceptive subject lines are prohibited - The subject line cannot mislead 

the receiver of the message to open it under false pretenses, thinking it's 
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something else. The receiver must not be mislead as to the contents or 

subject matter of the email. 

 Opt-out methods must be provided - A response mechanism must be 

provided for the receiver to opt-out of any future commercial messages 

from the sender. In addition, opt-out requests must be processed for at 

least 30 days after the initial commercial email was sent, and senders have 

10 business days after an opt-out request to stop sending messages to that 

address. Messages cannot be sent to the opt-out requestor on behalf of the 

sender by any other entity. 

 Commercial email must be identified as an advertisement and it must 

include the sender's valid physical postal address The receiver must be 

clearly informed that the message is an advertisement or solicitation, he 

must be told he can opt-out of future mailings, and a valid physical postal 

address must be included in the message. 

 Receivers must be warned of sexually explicit material - For any 

message that contains sexually explicit material, the warning 

“SEXUALLY-EXPLICIT” must be contained in the subject line 

(http://www.spamlaws.com/spam-laws.html 2009).  

Somehow the legislative efforts reduce the number of spam. The legislation is also an 

effective and wild-cover solution to spam. 

3.3 Anti-spam behaviors for users 

For spammers it is important to harvest recipients‟ email address. So it is a good way 

that is users try to avoid own email addresses harvested by spammers.  

3.3.1 Select an Unusual E-mail Address  

It is better to select an unusual username. That helps users to avoid their email 

addresses harvested. Because sometimes spammers guess email addresses, if users 

pick a usual username. It is very easy for spammers to guess. Or users can change the 

domain portion of e-mail address by a technology called “address munging”. For 

example, the e-mail address “peter@antispam.gmail.com” will instead of 

peter@gmail.com. That is a simple way to protect private e-mail address. 

3.3.2 Disposable Addresses 

Some public forums and newsgroups require users for their e-mail address. 

Disposable e-mail addresses are the better choice for users. That means users can 

apply two e-mail accounts. One is created for private using, like communicate with 

family and friends or business partners. The other one is used to be public and users 

do not care about whether this e-mail account gets spam.  

mailto:peter@antispam.gmail.com
mailto:peter@gmail.com
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3.3.3 Use Provided Filtering Systems  

Nowadays there are some e-mail systems which provide some filtering tools. For 

end-users, using these tools can help to filter some spam. This tool is a simple option 

and do not require users master too complicated technology. For example, Hotmail 

are providers that give the end-users this option to filter e-mail. The default level can 

catch obvious spam. The enhanced level is most of the spam sent to the e-mail 

account, and finally the user can decide whether it is spam or not. They also allow the 

user to decide how to deal with the junk e-mail. The spam can be blacklisted or it can 

be kept in the junk folder so that the user can review it, and it is then deleted after a 

certain period of time. 

3.3.4Never reply to Spam and never use the Unsubscribe Link  

When the recipients received spam, if the recipients reply to the spam, that means the 

recipients tell the spammer the e-mail address is valid. Although at the same time, on 

the other side there is no one to receive the recipients‟ response. In addition, 

unsubscribe link in the spam should not either be used. Some links are clicked, then 

pop-up advisements will be opened. The other links are used to link some other 

commercial websites or other spam services. So respond to spam and using the 

unsubscribe link are the confirmation of the e-mail address is valid. 

Chapter 4 

Conclusion 

Spam becomes the series problem of the society. Spam distributes online fraud and 

deception and viruses. Dealing with the problems which spam brings takes a certain 

amount of time and money. Anti-spam technology develops very rapidly, IP blocking 

and spam filtering are both very effective solution to spam. But for different and 

varied spam, flexible solutions are needed to tackle spam. So Honeypot email address 

and payment-based approach appear, from different points of view to reduce the 

number of spam. Nowadays although there are many approaches to solve the problem, 

even some countries establish spam laws to limit and administrate spam, spam still act 

in our life. Developing anti-spam technology is one way to cease spam, on the other 

hand motivating spammers‟ awareness is also important.  
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